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1 Vaisala Xweather 
Vaisala Xweather is the weather intelligence partner for decision makers and developers. Xweather combines unique 
measurements data, advanced AI models and analytics to turn weather and environmental challenges into 
opportunities and data into insights. Xweather data and software products enable understanding the weather impacts 
and through that, optimizing efficiency, processes and decision-making, and protecting people and assets in all 
conditions. 

2 Xweather Protect 
Xweather Protect (the “Service”) delivers an all-in-one solution for weather risk management, real-time storm 
monitoring, and alert automation for all locations worldwide. The Service provides a UI for configuration and 
visualization and automated alerts via email, SMS text message, and web relay connectivity.  

Severe weather events are becoming more frequent and intense, leading to rising costs and increased safety 
regulations across industries. Companies are expected to provide a safe environment for personnel, and because 
severe weather is often highly localized, it's critical to understand current and forecasted conditions at business 
locations to protect personnel, manage risk and minimize operational impacts.   

2.1 Key use cases and benefits 
Xweather Protect delivers real-time severe weather monitoring and automated alerts and all-clear notifications to 
protect people, property, and assets at any location worldwide. The Service provides self-managed asset configuration 
and customizable notification settings, allowing users to direct alerts to designated recipients as needed. Key use 
cases and benefits are laid out below. 

2.1.1 Operational safety and downtime management 

The Service provides automated, multichannel alerts and all-clear notifications to designated personnel, supporting 
timely operational safety decisions and reducing unnecessary stoppages and associated costs by decreasing false 
alarms. 

2.1.2 Real-time alerts and localized observations 

The Service utilizes Vaisala’s global lightning detection network to deliver real-time alerts for any location. Locally 
installed weather sensors supply direct observations and forecasts for specified business sites. 

2.1.3 Managed observation network 

The Service is provided as a managed solution with no capital investment required from the customer. Vaisala is 
responsible for maintenance, servicing, calibration, remote monitoring, data quality control, and provides a continuous 
warranty. 

2.1.4 Forecast alerts for operational decisions to mitigate potential threats 

The Service provides the following weather threat forecast alerts: 

Hail Threat Forecasts: Delivered for locations in the United States (CONUS), Canada, Japan, Australia, and Europe 
(excluding Greece and North Macedonia) using the Vaisala Xweather API. 

Lightning Threat Forecasts: Delivered for any location worldwide, leveraging Vaisala’s global lightning detection 
network and proprietary machine learning algorithms. 
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Wind Forecast Alerts: Provided for any location worldwide, utilizing Xweather’s forecast data to deliver alerts up to 72 
hours in advance.

2.2 Service components 
The following service components outline the key features and capabilities included in the Service. The base product 
subscription includes the severe weather alerting and monitoring features while the add-on product subscriptions can 
be optionally selected in addition to the base product subscription. 

2.2.1 Base subscription for severe weather alerting and monitoring 

The Service provides: 

• Creation of asset-specific severe weather alerts for lightning, wind, and hail supporting industry standards for
safety and compliance

• Real-time severe weather monitoring and alerts for any location

• Configuration of up to three levels of lightning alerts (information, warning, and alarm) for each asset, and set
up of alert zones and thresholds around points, multi-points, polygons, and lines

• Lightning forecast alerts up to 60 minutes before a storm’s expected arrival

• The capability to add users, assign roles, and create contact lists to send targeted emails and SMS alerts and
all-clear notifications

• Configuring wind forecast alerts for 1-72 hours ahead on wind speeds and/or wind gusts above selected
threshold, with notification via email to the desired contact lists at the frequency and timing for every 4, 6, 12,
or 24 hours

• Hail forecast alerts for up to 60 minutes in advance, with notification via email and SMS to the desired contact
list, with adjustable thresholds (>1 inch or >2.54 cm)

• A set of predefined map layers for real-time and forecasted weather visualization

• Up to 3-day forecasts with an animated timeline for better planning

• Hourly and daily meteogram for up to 3-day forecasts viewable by chart or table

• Help in protecting personnel and minimizing downtime in various industries such as aviation, smart grids,
renewable energy, and construction

2.2.2 Add-on subscription for archiving data reports with Analyze 

The Service provides: 

• Creation of archive lightning data reports as an admin user for protected assets for any 24-hour window within
the available time range

• Analyze Pro Add-On for reports created based on data in a rolling 12-month window

• Analyze Premium Add-On for reports created with data from 2016 up to present
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• The capability to visualize the report data on the map and interact with and inspect the strike events. Offers to
download the archive lightning data as a CSV, GeoJSON, and JSON file type. Reports archived for ease of re-
download or sharing with other admin users in the account.Web

2.2.3 Add-on subscription for relays connection 

The Service provides: 

• The ability to trigger on-site lights and sirens to keep people safe from lightning when email or SMS not easily
available

• Integration with X310 and X410 Control by Web

• Alert status states: active, keep alive and clear

• Web relay connection status in the web portal

2.2.4 Add-on subscription for severe weather alerts API 

The Service provides: 

• Sending severe weather alerts for lightning and hail instantly to customer-defined webhook endpoints

• Key alert data in each webhook message: start and end time, alert type and severity, affected asset/location,
countdown timer (if applicable)

• Multiple alert types including REAL-TIME and forecasts as ALARM, WARNING and INFO

• Asset-Level filtering alerts scoped to specific assets or locations, allowing targeted responses

• Retry of webhook delivery failures based on a predefined schedule

2.2.5 Add-on subscription for Vaisala Xcast hyperlocal forecasts 

The Service provides: 

• Accurate and up-to-date weather insights by utilizing Vaisala Xcast technology improving forecast accuracy for
air temperature and wind speed by up to 50%, and offering hyperlocal, short-term forecasts powered by
proprietary machine learning algorithms

• Real-time and historical measurements from local Vaisala Xcast sensors or other surface weather stations or
sensors supported by Xweather Observe integrated with Vaisala Xcast forecasting services, with all
measurements quality controlled as part of the Service

• Subscription of Xcast sensors based on number of locations

• Conditions and forecasts for up to 10 days for any point in the globe and supports REST API integration for
seamless data access and event streaming for real time measurements

• Geospatial queries for location-specific insights

• SDKs, toolkits, and robust developer support for seamless integration into any system
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2.3 Service updates 
Scheduled maintenance and updates are performed without interrupting the Service availability. 

In the event of unscheduled maintenance or service interruptions, efforts will be made to restore the Service as soon 
as possible during normal office hours. 

2.3.1 Maintenance notifications 

To receive maintenance notifications, subscribe at https://status.vaisala.com/: 

• Click Subscribe at the top of the page.

• Enter your email address.

• You will receive a confirmation email from Vaisala Service Status.

• Follow the link in your email (valid for 15 minutes) to choose topics.

• For Xweather Protect updates only, click Deselect all, then select the Protect topic in the Xweather Insight

category.

• Click Save to complete.

You can unsubscribe anytime through the email link or by managing your subscription at https://status.vaisala.com/. 

2.4 Customer support 
Self-service help, including getting started guides, FAQs, and related answers, is available in English through the 
online Help Center.   

The Vaisala Xweather Support team provides support in English during business hours, five days a week U.S. time 
(MST), for service requests submitted via support@xweather.com. 

The customer is responsible for nominating a primary contact who has the authority to make decisions and resolve 
problems regarding the configuration and operation of the Service or its related products. Customer Support may also 
require the participation of on-site customer personnel to perform actions that are not possible to perform remotely by 
the Vaisala support team. Vaisala is not responsible for making decisions regarding what is appropriate and meets the 
customer’s regulatory and/or business needs. 

2.5 Service availability 
The Service is managed on a best-effort basis. While making every reasonable effort to ensure continuous availability, 
there may be instances where service interruptions or limitations occur, for example, maintenance breaks or downtime 
caused by interruptions in services beyond Vaisala control, such as cloud or cellular service provider network outages. 
To see the Service status and receive maintenance notifications, subscribe at https://status.vaisala.com/. For a more 
complete description, see General Conditions of Subscription Services of Vaisala Group. Vaisala Xcast sensors are 
connected to the service using cellular LTE NB-IoT communications, with availability limited to the following countries: 

Belgium 
Canada 
Czech Republic 
Denmark 

Finland 
France 
Germany 
Ireland 

Italy 
Lithuania 
Netherlands 
Norway 

Slovenia 
Spain 
Sweden 
Switzerland 

United Kingdom 
United States 
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2.6 Communication 
Vaisala Xcast sensors are delivered with a SIM card to enable 24/7 connectivity. To ensure adequate cellular field 
strength at the installation location, sensors must be activated using the Vaisala Xcast Connect mobile application. 
Cellular communication costs are included in the subscription fee, and data availability depends on the availability of 
cellular service. 

For wireless sensors, selecting a location with strong cellular field strength will help maximize battery life and reduce 
the frequency of replacements. The Vaisala Xcast Connect mobile application provides a visual indication of field 
strength prior to activation. 

2.7 API endpoints 
The base product subscription of the Service provides REST style developer-friendly APIs for delivering weather 
forecast and condition data to any location globally. The APIs deliver the weather data through two separate endpoints: 

• /forecast

• /condition

The add-on subscription for Vaisala Xcast hyperlocal forecasts can be optionally selected in addition to the base 
product subscription of the Service providing both REST style APIs for device, measurement and hyperlocal weather 
forecast data through three separate endpoints:  

• /devices

• /measurements

• /xcast

The device REST API is to retrieve the list of devices associated with a subscription. The measurement history API has 
a REST-based interface for accessing history and latest measurement data based on the device/sensor ID or 
device/sensor location. The REST API for hyperlocal weather forecast can be requested by using the measurement 
site ID. The data is sent over HTTPS. 

A WebSocket measurement streaming API is also available with the add-on subscription for Vaisala Xcast hyperlocal 
forecasts. It is a WebSocket-based interface for access to real-time measurement information from the devices and/or 
sensors. The data is sent over WSS, WebSocket protocol over HTTPS. 

APIs are provided with the following terms: 

• API query limit: 250k per month per endpoint

• Rate: average number of requests per second over an extended period of time

o Rate limit: 5 requests per second

▪ Burst: capacity of token bucket

o Burst limit: 10 requests

• Hyperlocal weather forecasts for air temperature and wind speed are generated to locations of the deployed
connected sensors or weather stations.
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The API integrations of the Web Relays Connection Add-On and Alert API Add-On product subscriptions are provided 
by Vaisala as a service to the endpoints as specified with Customer. 

For further information, see: 

• Xweather Protect, Xweather Optimize and Xweather Observe Condition by Geometry API Reference
• Xweather Protect, Xweather Optimize and Xweather Observe Forecast by Geometry API Reference
• Xweather Protect, Xweather Optimize and Xweather Observe Measurement History by Sensor API Reference
• Xweather Protect, Xweather Optimize and Xweather Observe Measurement History by Location API Reference
• Xweather Protect, Xweather Optimize and Xweather Observe Measurement Stream API Reference
• Xweather Protect, Xweather Optimize and Xweather Observe Devices in Subscription API Reference
• Xweather Protect and Xweather Optimize Xcast by Site ID API Reference

2.8 Supported sensors and parameters 
The following Vaisala Xcast sensors are available. 

Sensor Details

Vaisala AtmoCast Datasheet 

Supported measurement parameters and calculations 

Upon receipt and confirmation of a subscription order, Vaisala will ship the Xcast sensor hardware to the customer. The 
sensor remains the property of Vaisala. 

The customer is responsible for installing the sensor according to the provided instructions and tools. Vaisala is not 
responsible for incorrectly installed sensors or any resulting effects. The customer must ensure compliance with all 
applicable laws and local regulations related to safety, environmental requirements, road closures, and site installation 
procedures. 

Vaisala will monitor the sensors continuously. In the event of data loss due to non-functional sensor hardware, such as 
battery depletion, Vaisala will ship a replacement sensor. Before shipping a replacement unit, Vaisala will contact the 
customer for confirmation. 

Replacements included in the subscription fee apply only to sensors with no physical damage beyond normal wear and 
tear. If there is physical damage, a replacement fee may apply. 

The customer is responsible for removing sensors at the end of their service life and recycling them in accordance with 
local regulations and Vaisala’s instructions. If the customer fails to do so, they accept full liability for any resulting 
environmental or hazard-related issues. Alternatively, the customer may ship sensors to Vaisala for recycling at their 
own cost. 

The customer will provide access to the sensor installation site as needed and will cover any related costs, such as 
equipment required to reach the sensors. 
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3 Subscription and billing 
The invoicing period for Xweather Protect subscriptions is 12 months, unless otherwise specified in the purchase 
documentation.   

The base subscription includes 20 users. An add-on for more users is available in multiplies of 10. 

The invoicing period starts at the start of the subscription. For exceptions to the start date of the first invoice, please 
contact Vaisala Xweather Support at support@xweather.com for assistance.  

4 Security 
Our security practices are comprehensive and meticulously designed to provide robust protection of users’ data while 
ensuring compliance with stringent industry standards. Leveraging Vaisala Cloud Security Framework and strong 
Xweather Security Governance, we employ a multi-layered security approach that safeguards every aspect of our 
services. Key measures include data security and privacy, proactive threat and vulnerability management audited 
under ISO 27001, SOC 2, and TISAX AL2. Multi-factor authentication (MFA) is enforced across the infrastructure, and 
API access is strictly managed through secure keys. All services are hosted on trusted cloud providers, ensuring a 
secure, resilient, and compliant environment. 

Data security is ensured in all parts of the data chain: 

• Public key infrastructure (PKI) is used for managing device certificates.

• TLS/DTLS secure protocols are used for encrypted data transmission.

• Security audited software components are used in the Service.

5 Summary of responsibilities 
Vaisala Xweather responsibility Customer’s responsibility 

• Provide access to the service as described in the
service description and the customer subscription
status

• Admin to setup their own access and onboard to
the services

• Provide support as subscribed for the service • Add configuration based on the subscription 
access, for example assets, devices, alerts, 
users, user lists, setup preferences and 
notifications, verify email and SMS, setup MFA

• Provide an online FAQ to cover day to day
configurations

• Refer FAQ and help articles for queries related to
configuration

• Help resolve reported & accepted incidents and
support tickets

• Provide logs, reference for incident reported for
replication and triangulation of issues
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• Offer integration capabilities (APIs, connectors,
webhooks) as described in the subscription

• Integrate to own internal systems

6 Terms and conditions 
For general terms and conditions, please see: General Conditions of Subscription Services of Vaisala Group. 
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